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FERPA Security Manager Information 

and 
Instructions for Assigning Access to MI-CIS
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This document was produced and distributed through an IDEA Mandated Activities Grant for the Michigan Compliance Information System awarded by the Michigan State Board of Education.  This document is in the public domain and may be copied for further distribution when proper credit is given.  For further information or inquiries about this project, contact the Michigan Department of Education, Office of Special Education and Early Intervention Services, P.O. Box 30008, Lansing, Michigan 48909.

About this Document 

This manual is provided as a tutorial for those responsible for adding or editing user access to the Michigan Compliance Information System (MI-CIS).  For technical assistance in editing user roles, inactivating users, or adding users to MI-CIS, contact the MI-CIS help desk at:

helpdesk@mi-iis.com
or

(866) 731-2379

Any questions regarding this tutorial should be addressed to:

Mary E. Schrader

Interagency Information Systems, LLC

mschrader@mi-iis.com
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About FERPA

The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. 
Generally, schools must have written permission from the parent or eligible student in order to release any information from a student's education record. However, FERPA allows schools to disclose those records, without consent, to the following parties or under the following conditions (34 CFR § 99.31):
· School officials with legitimate educational interest;
· Other schools to which a student is transferring;
· Specified officials for audit or evaluation purposes;
· Appropriate parties in connection with financial aid to a student;
· Organizations conducting certain studies for or on behalf of the school;
· Accrediting organizations;
· To comply with a judicial order or lawfully issued subpoena; 
· Appropriate officials in cases of health and safety emergencies; and
· State and local authorities, within a juvenile justice system, pursuant to specific State law.
MI-CIS User Roles

Roles in MI-CIS are defined by the permissions assigned to a given role.  Each role is designed to facilitate the performance of specific responsibilities.  A single user may be assigned multiple roles.  
Alignment of user roles with responsibilities and appropriate assignment of those roles for persons accessing MI-CIS is critical to assuring FERPA. The person assigned to FERPA Security Manager at each geographic level is responsible for maintaining the appropriate levels of security within the geographic jurisdiction. 

Every ISD MUST assign personnel responsible for FERPA Security, a Periodic Count Submitter, and a Data Verifier.   Each ISD MAY assign roles for LEA FERPA Security, December Count Report Viewer.  The remaining roles are reserved for Daily MI-CIS User districts. 

The Director of Special Education at the ISD/RESA Annually authorizes one or two people as the FERPA Security Manager/s for the ISD/RESA.  Those persons are responsible for assigning all access to MI-CIS within the district. 

Required Roles for all Districts submitting Periodic Count Data to MI-CIS:

Periodic Count Submitter: Persons with this role may be at the LEA level or at the ISD level, where the ISD submits for multiple LEAs or for ISD run schools or programs. There may be only one submission per LEA.  Persons with this role are responsible for submitting and correcting data for special education students or Part C eligible children.  

Data Verifier:  Persons with this role are responsible for reviewing the submitted data reports to assure the accuracy of the data.  This is typically the LEA Director, the ISD Planner Monitor, or the ISD Director of Special Education.  The Data Verifier at the ISD level will be required to certify the data submission, finalizing the submission process for the entire ISD.  (This includes certification of Early On June and December data.)

Daily MI-CIS User Roles (for Districts using MI-CIS as their student data management system):


Data Entry Personnel:  The role of Data Entry Personnel is assigned to clerical personnel responsible for managing and maintaining student and child special education and Early On data by updating IEP/IFSP information on a regular basis.  

MSDS Export:  This role is most frequently assigned to a person assigned to data entry, and allows the export of a file to be used for MSDS submission.

View and Report:  The role for View and Report allows the user to view student data base information at the assigned geographic level, and create detailed reports.  This role may be assigned to administrators or anyone who might have a legitimate reason for viewing individual student data.

Administration:  In addition to being able to view and create student detail reports, the Administration role allows the assigned person to view personnel information and Periodic Count reports.  This role is most frequently reserved for administrators.

Optional Roles (often used for persons with “Data Verifier” role): 

December Count Report Viewer:  Persons with this role are those in need of viewing student level data submitted for the December Periodic Count, as well as manipulating the data fields and creating reports
To identify all users in the district and their currently assigned roles, run the report of all active users found in MI-CIS.  This report should be run at least annually  to identify users and roles that need editing or for whom rights need to be terminated.
Report of all Active Users and Their Current Roles

To run a report of all current users within the district, go to Administration/Active Users

.
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1. Select Active Users under Administration.

2. Select a specific role or ALL roles (for all active users).

3. Click on PREVIEW

Editing MI-CIS User Access
Inactivating a Current User
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1. Click on Users under Administration on the menu.

2. In the Users search screen, enter all or part of the user name.

3. Click on the Search button to locate the record.

4. Access the User Detail screen by clicking on the user name shown in blue in the results section.
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5. Enter the date for inactivation of MI-CIS access.

6. SAVE the record.

Adding a New User for MI-CIS Access

To add a new user for access to MI-CIS, Go to Administration/Users from the menu.  Search to make sure the user is not already assigned access.  If no record is found, click NEW and enter the user information and SAVE.
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1. Enter the name of the person to be added.
2. Search to make sure the record was not previously added
3. If no records are found,

4. Click on the NEW button.
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5. Under TYPE, enter the geographic level of access required for the user.  Note that the user will be able to see records of all children within that geographic boundary.  For USER ID, the typical entry is the first initial and entire last name of the user, in lower case.  (User ID is case sensitive.)

6. Enter the user first and last name.

7. Select the PRIMARY ROLE of the user.  The primary role determines which screen the user will see after logging into MI-CIS.  
8. Select the WORKS WITH options you wish the user to have access to, Early On or Special Education Records.  If the district uses MI-CIS as their student data management system, select “Is Daily User” also.  Do not select “Is System Support User”.  (“Is System Support User” is reserved for persons who provide technical assistance to the district.  Persons with this permission will not display on the Active User Report.)
9. SAVE the record.

Adding or Editing User Roles

To add or edit  roles for an existing user, search for the current user and select ROLES in the results screen.  Roles may be moved from the “Available Roles”  to the “Members” by highlighting the role and moving to “Members” with the arrow (>) button.
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1. Complete a user search by going to Administration/Users, typing in the user name, and clicking on Search.  The user name will display in blue on the results section.  Click on ROLES.
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2. Select the role to be assigned.

3. Click on the single arrow button.

4. SAVE the record.

(Roles may be removed by selecting a role in the “Member” section and moved to the “Available Roles” by using the “<” arrow.)

Directions for New Users Logging Into 
MI-CIS
Go to www.MICIS.org.  Log in to MI-CIS using the username assigned by the designated FERPA Security Manager.  This is most frequently the first letter of the first name and the complete last name, lower case. The initial password is set to “password”.  Both the user name and password are case sensitive, and usually in lower case.
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1. Click on the Log In button.
2. You will be asked to provide a new password, and confirm the password.  Complete the contact information and click Save.  
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